In this paper, we propose a novel Zaslavsky map based pseudorandom bit generation scheme. The output numbers are statistically tested with NIST, DIEHARD, and ENT test packages. The study indicates that the presented algorithm is suitable for varied cryptographic applications.
Introduction
Chaotic map based pseudorandom bit generation schemes are important part of the contemporary data encryption algorithms.
Using one-dimensional logistic map a new message encryption is proposed in [1] . Symmetric cipher based on a two-dimensional Baker map is presented in [2] . In [5] an algorithm for pseudorandom binary sequence generation based on the spatial chaotic map is proposed.
In this paper, we design a novel Zaslavsky map based pseudorandom bit generation scheme. The research indicates that the proposed method is suitable for varied cryptographic applications.
Definition of the Zaslavsky Map
The Zaslavski map [7] is given by the following dynamical system:
where
r = 3.0, ν = 400/3, and = 0.3.
Novel Zaslavsky Map Based Pseudorandom Bit Generation Scheme
The novel pseudorandom bit generation scheme consists of the following steps:
Step 1: The starting values y 0 and z 0 of the Eq. (1), and a bit stream limit L are determined.
Step 2: The Zaslavsky map is iterated initially for L 1 times.
Step 3: The iteration of the Eq. (1) continues, and as a result, two decimal fractions y n and z n , are generated and z n is post-processed as follows:
where integer(x) returns the integer part of x, truncating the value at the decimal point, abs(x) returns the absolute value of x, and mod(x, y) returns the reminder after division. One output bit s i is obtained.
Step 4: Return to Step 3 until the bit stream limit L is reached.
The novel Zaslavski map based bit generator is implemented in C++, using the following values: y 0 = 0.587201561347, z 0 = −0.28432144902, and L 1 = 120. 
Security Analysis
The security analysis is based on the famous statistical packages NIST [4] , DIEHARD [3] , and ENT [6] . The NIST test suite includes 17 statistical tests. A billion bits were processed using the novel Zaslavsky map based pseudorandom bit generation scheme. The results are given in Table 1 . The minimum pass rate for each NIST test with the exception of the Random-excursion Variant test is approximately equal to 980 for a sample size of 1000 binary sequences. The minimum pass rate for the Random-excursion Variant test is approximately equal to 587 for a sample size of 601 binary sequences. The entire NIST statistical package is passed successfully.
The DIEHARD tests are 19. The result is given in Table 2 . All calculated P-values are in a range of [0, 1). The entire DIEHARD package is passed successfully.
The ENT suite includes 6 tests. We checked an output string of 125000000 bytes of the novel scheme. The result is in Table 3 . The proposed algorithm passed all the tests of ENT.
Conclusion
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